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AUTHENTICATION – PASSWORD MANAGEMENT

Background

This policy outlines minimum implementation requirements for authentication of individual users on DOD information systems by using passwords.

Recent NMO Implementation and DOD Security Policies 

·   You are required, each time you log onto the system, either initially or after a screen lock program is interrupted, to enter your password. You are required to authenticate the individual identifier (e.g., a unique token or user logon ID) before being allowed access to the system by entering your password.

·   A personal password, not a system level password, will be individually owned, rather than owned in common by a group of individuals, to provide individual accountability within a computer system.

·   Group passwords are discouraged; however, in some watch-standing or administrative situations, Designated Approving Authorities (DAAs) may approve such use conditionally.  If a group password is authorized and created, the password must be changed when compromised or when a member of your group leaves.

·   Passwords are linked to personal accounts with varying levels of access.

·   Personnel granted authorized access to DOD computer systems or networks will not share passwords or account access.  This includes supervised or unsupervised usage by persons not assigned to the account.

·   When possible, the system shall use a password enforcement program to verify a password complies with the password policy for length, character sets, expiration, and reuse.

Password Length and Mix of Characters Requirements

·   Your password must be at least eight characters long (DOD minimum requirement) and consist of uppercase letters, lowercase letters, numbers (0-9), and special characters (!, @, #, $, %, &, *, ^, ?, /, <, >, +, =, (, ), ;), using all four character sets.  If technically feasible, 12 to 16 characters using a mix of all four-character sets is recommended particularly for System Administrator accounts.  (e.g., 14 characters using a mix of all four-character sets in the first 7 characters and the last 7 characters).

·   At least four characters must be changed when a new password is created.

Password Change Frequency

·   Passwords must be changed or invalidated at least every 90 days or less.

·   Encryption of electronic-stored passwords and password files is required.  Passwords are encrypted for transmission.

·   Default password directory names will be changed to prevent easy targeting by automated password cracking programs.

· A history of your password usage will be maintained for 1 year to preclude the use of old passwords.  You will not be able to reuse any of your last ten previous passwords.  If a password history file is not available, the NMO Administrator can audit password activity to ensure that no individuals use any of their last eight passwords.

What Happens When You Are Locked Out from a Bad/Expired Password

·  You will be allowed up to three attempts to log onto the system.  After the maximum number of attempts is exceeded with incorrect passwords, your account will be locked.

·   If technically feasible, the system will also prevent rapid retries when a password is entered incorrectly.

·   If an unsuccessful logon has taken place, there will be no indication as to whether the log-on ID or password caused the failure.

·   A security record will be maintained if a password is entered incorrectly, but the incorrect password should not be kept in the record.  A security alarm will be generated if: 

(1) The maximum number of allowed account password retries is exceeded.

(2) The maximum number of allowed failed log-ons from one terminal is exceeded. 

(3) The maximum number of allowed failed log-ons for a period is exceeded.  

·   If your account is disabled due to the lock out situation, the NMO Administrator should be the only one who can reset the account and restore the service for you following these events.

·   The system should inform you, following a successful log-on procedure, of the date and time of the last successful access by you and any unsuccessful intervening access attempts.  The notification remains on the screen until another keystroke is entered giving you a chance to view the statement.  This will aid in uncovering any unauthorized accesses or attempted accesses that may have occurred between your authorized accesses.

What to do when Your ID is Suspended or Locked?

·   An NMO Administrator will lock your account when your email address becomes known as invalid; you then have to email us at info@us.med.navy.mil to get it unlocked.  If you can still log in, you would just submit feedback to NMO.  To unlock one of these accounts, NMO needs to be given your valid email address. 
If Your Password Expires

· When your password expires, you can attempt to log in to NMO using your old password.  You will be prompted to enter a new password.  Put in a new one and proceed.  

How to keep Your Passwords Secure


·  Password-protected screen savers should be used if available on the system. The screen saver shall activate and hide the session after detecting 15 minutes of inactivity.
·   Passwords must not be displayed at any terminal or printer.

·   Employ appropriate actions to prevent disclosure while logging-on to system. 

·   Please memorize your current password; however, if it is necessary to maintain a password list, it must be kept secured.

·   Passwords will never be part of the boot process or be executed via function keys.

·   You are encouraged not to keep a copy of their written password, but it is often necessary to have it available.  Your password should be protected to prevent loss and to detect a compromise as follows: 

(1) Do not store your password where it is easily accessible to a computer.

(2) Do not keep your password and user ID together.

(3) Store your password in a locked drawer, cabinet, or container.

(4) Seal your password in an envelope and sign across the seal to detect tampering.

·   Do not disclose your passwords to anyone.  Disclosing an account password or permitting unauthorized use of a DOD computer system or network constitutes a security violation.

·   You must immediately notify the NMO Administrator or Information Assurance Officer (IAO) if it is believed that a password has been compromised.

·   You and your supervisor are responsible for notifying NMO Administrators or Information Assurance Officers (IAOs) when access is no longer required.

What NMO Does in the Background

·   NMO Administrators will not share unclassified system access passwords.

·   Unclassified system access passwords maintained on paper will be sealed in a Standard Form 700 or plain envelope and protected.

·   All factory-set, default, or standard-user IDs and passwords will be removed or changed prior to the system going operational.  Afterwards, systems will be rechecked periodically to confirm upgrades or patches have not reinstalled factory password defaults or other types of backdoors.

·   Passwords will be changed when compromised, possibly compromised, forgotten, or if suspicious activity on an account appears in an audit log.

·   User IDs will be removed or reassigned within 2 days of notification that a user no longer requires access to the system.

·   NMO Administrators will suspend your ID and password that has not been used during a 30-day period.

·  NMO Administrators will disable your accounts immediately upon identification of unauthorized activity.

·  Your password will be stored in the authentication system that minimizes their exposure to disclosure or unauthorized replacement.

Who to Contact If You Are Lost and Need Help

· The NMO user assistance number is (301) 319-1221 or send an email to: info@us.med.navy.mil for assistance.

Security Requirement Citations

The security requirements stated above are addressed below with the citation of the requiring document.  The citation is a hot link to the actual document.

Chairman Of The Joint Chiefs Of Staff Manual 6510.01, 22 March 2002
“Defense-in-Depth: Information Assurance (IA) and Computer Network Defense (CND)”

APPENDIX A TO ENCLOSURE C – AUTHENTICATION

Department of Defense Instruction Number 8500.2, February 6, 2003
“Information Assurance (IA) Implementation”

Control Number IAIA-2 Individual Identification and Authentication
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